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Abstract

This essay performs state-of-the-art privacy analysis of e-ticketing systems taking
into account both the proprietary solutions and respective standards developed so
far.

1 Introduction

E-ticketing is a quite ambiguous notion and in this essay it is referred to as an alternative
to the conventional way of proving the availability and validity of travel permission (e.g.
paper tickets) through transferring the necessary information to an electronic medium
(e.g. an RFID card). There is a plethora of solutions covering this issue that adhere to
different concepts and utilize various technologies and standards (quite often proprietary).
This essay is focused on contactless smart cards as the carrier medium of an e-ticket and
therefore on the systems making use of this kind of cards and the respecting standards.

2 Advantages and Disadvantages of E-ticketing

2.1 Advantages

The e-ticket concept is attractive for both customers and service providers. From a
customer view, it provides the following advantages:

e Faster and more convenient verification of a ticket [1];

e Saving on travel expenses due to the ”pay-as-you-go” feature (paying for the actual
distance travelled);

e The ability to profit from a flexible fare pricing scheme (with possible individual
discounts and special offers);

e Revocation of lost tickets and their replacement [1];

e Increased usability:



— no need to have change for e.g. a local ticket issuing machine! (for instance,
for customers only sporadically using the transport service or while being in
another city);

— no need to carefully study complex fare pricing schemes: the system can au-
tomatically choose the best option and possibly suggest a discount (e.g. based
on customer’s travel habits);

For public transport companies, the adoption of the e-ticket concept can be beneficial
due to the following reasons:

e Decrease in system maintenance costs [1, 2J;
e Significant reduction of payment handling costs [3];

e Improvement of the fare dodgers rate through the more efficient ticket verification
procedure [1];

e Mitigation of the ticket forgery problem (e.g. using suitable cryptographic primi-
tives) [1];

e The ability to create highly flexible fare pricing schemes and innovative ticketing
solutions [2];

e The opportunity to create innovative multi-application schemes combining transit
with non-transit? functions [2];

e The possibility to create interoperable solutions between cooperating transport ser-
vice providers with subsequent revenue sharing®.

e Consequently, the ability to attract more customers and to generate more revenue.

2.2 Disadvantages

Along with tangible benefits, the concept of e-ticketing raises several concerns. For a
customer, it is in the first turn privacy-related issues, namely:

e Ubiquitous customer identification;
e The possibility of customer profiling (creation of movement patterns, etc.);

e Resulting privacy violation through increased surveillance (” The Big Brother” prob-
lem).

For transport companies, moving to an e-ticketing system may raise the following
concerns:

e Relatively high system development costs (no off-the-shelf, end-to-end solutions
available);

e Lack of mature interoperable solutions and standardisation in the area as a whole
(many of the developed e-ticketing systems are proprietary);

e The necessity to invest into a new infrastructure and deploy it (which might involve
high risks for a relatively low-profit public transport business [2]);

IThis is possible if an e-ticket is linked to a bank account of the customer. The latter can use his/her
e-ticket in e.g. in another city without the necessity of buying for instance a single trip ticket from a
local ticket issuing machine.

2For example, using an e-ticket for a discount in food vending machines deployed at stations, etc.

3The e-ticketing concept enables to create an interoperable architecture of public transport services
from different transport companies (e.g. in different cities or even countries). This allows a customer
to use a single e-ticket with different providers (usability) while the latter can share the profits from
collaborative business relations.
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e Possible reluctance to using the system from the customer side due to privacy rea-
sons (raising privacy awareness and the necessity to invest in privacy to attract
customers).

e To ensure interoperability between different service providers, the efficient, secure,
and privacy-respecting sharing of the respective databases must be performed, which
introduces yet another challenge to transport companies.

3 Privacy Concerns in RFID-based E-ticketing Sys-
tems

The following threats to the customer’s privacy can be identified in RFID-based e-ticketing
systems:

1. Unintended customer identification:

(a) exposure of customer ID:
i. personal ID exposure (direct identification),
ii. indirect identification through the relevant object’s ID! [4].

(b) exposure of a non-encrypted identifier during the anti-collision session [5];
(c) physical layer identification (RFID fingerprinting?).
2. Information linkage;

3. Illegal customer profiling.

Generally, the aforementioned threats should be considered together with the so-called
privacy protection goals [7, 8]:
1. Anonymity;
2. Confidentiality;
3. Unlinkability;

4. Unobservability.

These high-level goals are supported by a set of generic privacy-preserving mechanisms,
such as:

e Anonymization techniques (pseudonyms, etc.);

e Zero-knowledge proofs (e.g. during the authentication);

Encryption of privacy-relevant information;

e Data minimization.

The application of these techniques to an RFID system and their efficient distribution
across system components (in the front-end as well as in the back-end) is a research
question and till now remains to a large extent open.

The results of a preliminary state-of-the-art study of countermeasures against the
aforementioned privacy threats are listed in Table 1.

!The notion of object ID (OID) encompasses the following ID set: medium ID (unique card number),
application ID (the unique identifier of an application instance installed on the card), etc. OID can
therefore become an indirect personal identifier [4].

2For example, using the deviations of RFID chip backscatter frequency as a distinguishing factor,
see [6].



Table 1: Privacy threats in RFID-based e-ticketing systems with respective
countermeasures.

Threats Countermeasures

1. Unintended customer identification:
(a) Exposure of customer ID:

i. personal ID exposure (direct) Privacy-respecting  authentication; D
encryption/randomization;  access-control
functions [9]

ii. indirect identification ID encryption
(b) Unencrypted ID during anti-collision Randomized bit encoding [10]; bit collision
masking [11, 12] (protocol dependent)
(¢) PHY-layer identification Shielding; switchable antennas [13]
2. Information linkage Anonymization (in front-end and back-

end): threat 1 countermeasures; privacy-
respecting data processing

3. lllegal customer profiling Privacy-respecting data storage (back-end);
the same as in threat 1

4 Existing Standards and Implementations

The architecture of an e-ticketing system can be coarsely divided into two main parts:

o Front-end: an RFID chip (the e-ticket carrier medium), an interface between the
e-ticket carrier medium and the reading device (RFID reader) as well as an RFID
reader itself;

e Back-end: an infrastructure with the necessary applications and databases.

In the front-end, the communication interface between the reader (terminal) and the
RFID chip is already well standardised according to 1SO14443 [14], which consists of 4
parts:

Part 1: Physical characteristics;
Part 2: Radio frequency interface power and signal interface;
Part 3: Initialization and anticollision;

Part 4: Transmission protocol.

Most of the current e-ticketing system implementations are based on this widely
adopted standard. For example:

e Calypso e-ticketing system (Belgium, Canada, China, France, Israel, Italy, Portugal,
etc.);

e E-ticketing systems based on MIFARE cards (Dutch OV-chipkaart, London’s Oyster
Card, Hong Kong’s Octopus Card, the Puget Sound ORCA Card in the US, etc.).

In the back-end, however, the developed solutions may vary greatly. In order to enable
full interoperability, a lot of effort has been targeted at the standardisation process. Fig-
ure 1 depicts the main standards developed so far spanning from the chip-reader interface
up to the application layer.



[ Architecture J [ ISO EN 24014-1 (conceptual framework) J
S-S ----—--—-—--—-—-—-—-——-——-—-—-——-—-————-. VDV

| [EN 15320 (logical level, abstract interface, security)] '| Core
I |

| Data Interfaces { EN 1545 (data elements) J: App
| |

: [ ISO/IEC 7816-4 (commands, security) J !

oy T _"_ "
i{ Communication Interface ] [ ISO 14443 (parts 1-3 required) ]
I

I

RFID-based E-Ticketing Stack

Figure 1: Standards supporting interoperable e-ticketing systems.

In order to bring the standards together and provide for a generic middleware system
that can be used by different service providers, the solution named Core Application (Ker-
napplikation)! was created in Germany. According to the developers, it is generic enough
to enable the interoperability (even across countries) between various e-ticketing systems
which are based on it. Core Application was developed on top of the 1SO14443 stan-
dard and is claimed to greatly improve the process of migrating from a set of proprietary
solutions to a global one.

The interoperability goal implies the existence of common security and privacy mea-
sures (e.g. an agreement on mutually recognized and accepted security and privacy suits).
The need for security is widely acknowledged by transport companies, since insecure so-
lutions may result in substantial revenue losses (e.g. due to ticket forgery or system
blackouts) and even lead to eventual phase-out of the system.

Privacy, namely customer privacy, to the contrary, is not in direct interest of service
providers. The reason for this is that possible risks associated with privacy violation
have far less serious implications for company business compared to security. However,
the constantly rising privacy-awareness of customers and the ever growing likelihood of
public outery induced by the cases of privacy violation may stimulate transport companies
to invest in privacy in order to remain competitive. The interoperability goal poses a
further challenge to privacy since sharing of privacy-critical data, which is needed for a
proper delivery of transport services by cooperating companies, should be performed in a
privacy-preserving way.

5 E-ticketing: A General Application Scenario

The e-ticketing concept can be implemented in many different ways. The general applica-
tion scenario, however, can be described as follows (see Figure 2). A customer purchases
an e-ticket, possibly registering himself (i.e. disclosing his name and other information
necessary for billing) to enable flexible pricing schemes with individual discounts. The trip
begins when the customer enters the transport vehicle and checks in. The check-in proce-
dure is performed through the reading device (reader) installed in the vehicle. The reader
forwards the e-ticket ID (u_ID) to the on-board ID processing unit which registers the
check-in time and the geographical coordinates?. When the customer has reached the final
destination, he/she checks out (using the on-board reader) and leaves the transport vehi-

'http://www.vdv.de/wir_ueber_uns/vdv_projekte/vdv_kernapplikation_efm.html

2The coordinates determination can be performed through the GPS technology or, for example,
registering the stop where a customer entered the transport vehicle. The combined approached is used in
a so-called Vehicle Location System (VLS) which was deployed in Singapore public transport system [15].
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cle. The time and the geographical coordinates are registered again and a "trip tuple” is
eventually formed: [u_ID,vehicle_ID,in(time, coordin.),out(time, coordin.)]. The latter
is then communicated to the back-end system to enable distance calculation with possible
creation of individual fare pricing schemes and the respective billing procedure. All inter-
changes performed by the customer during the trip are therefore registered, respectively
processed and billed.

[u_ID, terminal ID, in(time, coordin), out(time, coordin)]

E-_tld_{et ) Trip Begin Event Processing Unit Trip End Back-end System
Distribution | ‘| (eg GPS-based) | | y
3 Check-i 3 onh ER g ECh ot 3 - Event Storage
‘ eck-in n-board Reader| ' Check-ou ‘ . .
I E-ti : : o + - Distance Calculation
1 o= J . - Billing
1 1 1 ' - Customer Accounts
i N\ i i N i Akmﬁgﬂnent
: il ‘féil‘> : ‘f;:Ik : - Statistics
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Figure 2: E-ticketing: a general application scenario.

Check-in/check-out can be carried out in an explicit or an implicit (seamless) way.
The first one is referred to as the classic check-in/check-out (CICO) procedure when the
customer has to hold an e-ticket for a certain amount of time in the vicinity of a reader
to validate the ticket. If this is performed automatically on entering the vehicle without
human intervention (implicitly), it is called be-in/be-out (BIBO). In this case, the RFID-
chip in the e-ticket has to be active! (i.e. possessing its own power source) in order to
enable seamless interaction with the reader.

6 E-ticketing: Privacy Issues Considered in the Re-
spective Standards

The standards stack depicted in Figure 1 represents a generic structure of an e-ticketing
system. In this section, a concise assessment of privacy and security measures specified
in the respective standards is performed and presented in a ”"top-down” way. Various
proprietary privacy solutions with respect to privacy are not considered in this section.

6.1 Architecture Layer

ISO EN 24014-1 The standard introduces a conceptual framework for developing an
interoperable architecture for transport fare management systems. It describes the
structure of an interoperable platform, its main actors, and general flows of informa-
tion exchange. Privacy is considered at a conceptual level by requiring the definition
of a security scheme that should provide for privacy protection (along with ”integrity
and confidentiality between the actors to ensure fair and secure data flow within the
IFM [interoperable fare management] system (IFMS)” [3]). The security-related

http://www.vdv.de/wir_ueber_uns/vdv_projekte/vdv_kernapplikation_efm.html
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measures are defined in the respective security policy. Security management is per-
formed by the Security Manager entity who is responsible for the implementation
of the security policy by all actors concerned.

The standard prescribes that the privacy of a customer must be protected "as re-
quired by applicable laws” specifying the following rules:

e Only relevant personal data needed for the operation of the IFMS shall be
requested from the Customer [the classic data minimization principle];

e The itemised disclosure of service consumption on an invoice shall be an option
that can be chosen by the Customer;

e An IFM Actor may not disclose Customer-related information to third parties
without specific authorisation from the Customer [user consent].

e Within the IFMS, the Customer-specific data shall be handled only in con-
nection with the identification number of the Contract (implicit or explicit)
between the Customer and Product Owner. A link between the Contract num-
ber and the name of the Customer may only be achieved by the contractual
partner at the request of the Customer.

As it can be seen, the ISO EN 24014-1 standard rather coarsely specifies the privacy-
related requirements which partially cover information linkage and illegal customer
profiling (privacy threats 2 and 3, see section 3.). The standard, however, does not
consider the more detailed recommendations concerning the further implementation
of these requirements.

6.2 Data Interfaces Layer

EN 15320 The standard defines the logical structure of the data residing in the card,
specifies an abstract interface for interaction between the card and the terminal
(consists of two logical interfaces: the Card Data Interface and the Data Group
Interface) and considers security through specification of the Security Subsystem
(SSS). The latter is divided into Card Security Management System and Data Group
Security Management System in order to correspond to the two logical interfaces.
Security-related operations are defined in profiles (Card Profiles and Data Group
Profiles respectively), see Figure 3.

The privacy-related issues are considered only indirectly in EN 15320 through the
description of data groups containing privacy-relevant information (e.g. the card
holder data group). If such data group is present, the necessary access control
mechanisms together with encryption should be implemented in order to protect
the customer’s privacy (i.e. be included into the respective profiles of the SSS).

The division into two logical interfaces (Card Data Interface and Data Group In-
terface) provides for flexible implementation of access control schemes!. Specific
security-related operations can be defined in the respective profiles and called when-
ever it is necessary to ensure proper execution of application commands. This
mechanism may be used for processing of personal data in a privacy-respecting way
therefore providing protection against unintended customer identification (namely,

'For example, in order to quickly and efficiently perform a ticket validation procedure, only the Card
Data Interface is used, which speeds up the processes and saves resources.
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Figure 3: Interaction between a terminal and a card. Based on the processes description

specified in EN 15320

personal ID exposure and object’s ID exposure, see section 3, threats 1(a)i and 1(a)ii
respectively). The standard, however, does not explicitly address customer privacy

and focuses solely on secu

rity issues.

EN 1545 Part 1 The structure of data elements residing in the card is considered,

which is expressed ac

cording to ASN.1 (Abstract Syntax Notation 1). Privacy-

relevant information is contained in several data elements presented in Table 2.
These data can be protected by applying encryption and access control schemes
defined at a logical level in the respective profiles of the security subsystem
(SSS, see EN 15320 above) therefore covering the issues of personal ID expo-
sure and object’s ID exposure (privacy threats 1(a)i and 1(a)ii respectively, see

section 3).

Table 2: Privacy-relevant fields in EN 1545-1.

Privacy-relevant field

Description

birth date

birth name

birth place
customer number
device ID

e-mail address
telephone number
postal address
location ID
customer profile ID
user data

customer reference number
can be linked to a particular customer

e.g. student, military, resident, etc.
additional information about a customer

Part 2 Data structures residing in the card are further specified according to the
requirements of an interoperable fare management transport system (i.e. the

requirements specifie

d at higher layers of the standards stack, see Figure 1).

This part of the standard focuses solely on the functional issues of a transport



system and does not consider privacy and security.

ISO/IEC 7816-4 The standard considers the issues of commands exchange as well as
the retrieval of data structures and data objects residing in the card. Security and
privacy are taken into account by specification of methods for secure messaging
and a security architecture which defines access rights to files and data in the card.
Access methods to the algorithms processed by the cards are considered as well [16].

6.3 Communication Interface Layer

ISO 14443 Parts 1-3 are required for connection establishment between the card and
the terminal. The part 4 is optional and usually used for the cards with relatively
high processing power. The standard does not consider any security- or privacy-
related issues and focuses solely on functionality. Therefore, the issues of unintended
customer identification during the anti-collision session and physical layer identifi-
cation!, which could be covered within the communication interface Layer, remain
unconsidered.

6.4 A Short Summary

Summarizing, the standards composing the generic e-ticketing system primarily consider
security for protection of transport companies’ assets and maintaining the proper and
reliable system functionality. The issues of customer privacy are seen more as a by-
product of security without the additional measures specifically targeted at ensuring the
privacy-respecting behaviour of the system. Table 3 summarizes the security and privacy
measures considered in each standard.

Table 3: Security and privacy in the e-ticketing standards stack.

Standard Security Privacy

ISO EN 24014-1 - definition of security policy; coarsely specified privacy require-
- security management (by the ments, targeted at compliance with
Security Manager entity). the regulation

EN 15320 - Security Subsystem (SSS); - privacy-relevant data groups;
- security-related operations are - protection through access control
defined in profiles. (AC) and encryption.

EN 1545 security-relevant fields privacy-relevant fields, see Table 2

ISO/IEC 7816-4 - secure messaging; security mechanisms can be applied
- security architecture with AC to privacy-critical data

ISO 14443 (1-3) not considered not considered

Legend: — Architecture Layer

— Data interfaces Layer

— Communication interface Layer

1See privacy threats 1b and 1c in section 3.



7 E-ticketing: A Review of Proprietary Solutions
with Respect to Privacy

In Europe, there exist several implementations of the e-ticketing paradigm, mainly on the
national level (limited to a single country). The information concerning system specifi-
cation and especially the security and privacy mechanisms is for the most part publicly
unavailable, which is a hurdle when a review of privacy solutions in the area is considered.
However, certain pieces of information are openly accessible.

7.1 ITSO

In the UK, ITSO (Integrated Transport Smartcard Organisation) has developed a spec-
ification for interoperable smart ticketing [17], which is similar to the guidelines of the
respective standards (see the previous section). For example, according to the ITSO spec-
ification, security management is also performed through a Security Subsystem (SSS).
Customer privacy is explicitly considered by the randomized encryption of the applica-
tion ID! at the terminal side on each new session with the card (encryption unique to
the current session). Therefore, only authorized entities (e.g. the application owner)
can trace the complete history of card usage. This mechanism is aimed at protection
against the unintended customer identification through the object’s ID exposure (privacy
threat 1(a)ii, see section 3).

In the publicly available version of ITSO specification, no mechanisms were found
which explicitly specify the privacy-preserving processing of customer data (which would
provide the protection against information linkage and illegal customer profiling, i.e. pri-
vacy threats 2 and 3, section 3.)

7.2 CALYPSO

Another popular proprietary e-ticketing standard developed in Europe is called ”Ca-
lypso”2. According to [18], a Calypso application installed on the card possesses three
types of 16-byte DESX or Triple-DES keys in order to modify different types of data:
personal data, reload data, and validation data respectively. Whereas the messages are
authenticated (MAC) within the secure session, the confidentiality is not considered, i.e.
no message encryption is performed during data exchange between the card and the ter-
minal [19] (e.g. during a validation procedure). Moreover, the application serial number
is queried from the card before the secure session begins (it is used for key derivation
in the terminal). Therefore, the transactions between the card and the terminal can be
eavesdropped which leads to unintended customer identification and subsequent illegal
profiling.

The Holder Identity field residing in the card can be protected by a PIN code [20],
which must be presented during the access procedure (protection against personal 1D
exposure). Requiring a PIN code is, however, only an optional feature of the Calypso
system [19].

In general, the Calypso system considers only the front-end security and privacy is-
sues and leaves the implementation of back-end related mechanisms to public transport
companies utilizing the Calypso technology for business [20].

n the ITSO specification, it is called ITSO Shell Reference Number (ISRN) and is unique for each
card. Therefore, it can be used for customer profiling if not protected properly.
2http://www.calypsonet-asso.org/index.php?rubrique=main_10.
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There are known privacy issues connected with the e-ticketing Calypo-based systems.
For example, the Belgian MOBIB! card enables remote read of the private information
stored at the card (identity, birth date, zipcode as well as the tracks of the last three
travels of the customer) by any compatible reader in the vicinity?.

Summarizing, the customer privacy is weakly considered in the Calypso standard.
Further effort is required to make it privacy-respecting.

7.3 Other Solutions

The e-ticketing systems based on MIFARE cards, such as Dutch OV-chipkaart, London’s
Oyster card, etc, can protect the privacy of their customers by utilizing the card’s ability
to generate random ID during the anti-collision session (therefore covering the respecting
privacy threat 1b).

To this moment, this is the only publicly available information with respect to customer
privacy in proprietary e-ticketing solutions that could be found.

8 Conclusion

This essay presented the preliminary results of state-of-the-art review with regard to
privacy assessment of e-ticketing systems, which was carried out as part of the on-going
work for my PhD dissertation. The analysis has shown that despite the plethora of tailor-
made existing solutions, the one holistically treating the customer privacy in a cross-
layered approach and across system components of an RFID-based e-ticketing system
(back-end as well as front-end) is still missing. Therefore, more effort is required to
develop a holistic framework which considers the creation of privacy-respecting e-ticketing
systems.
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