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Memory Debugging

Segmentation faults sometimes happen far behind the incorrect code
Memory debuggers help to find the real cause of memory bugs

Detect memory management bugs
Access non-allocated memory
Access memory out off allocated bounds

Memory leaks — when pointers to allocated areas get lost forever

etc.
Different approaches

Valgrind: Simulation of the program run in a virtual machine which
accurately observes memory operations

Libraries like ElectricFence, DMalloc, and DUMA: Replace
memory management functions through own versions
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Memory Debugging with Valgrind

Valgrind detects:
Use of uninitialized memory
Access free'd memory
Access memory out off allocated bounds
Access Inappropriate areas on the stack
Memory leaks
Mismatched use of malloc and free (C, Fortran), new and delete (C++)
Wrong use of memcpy() and related functions
Available on Deimos via
module load valgrind
Simply run program under Valgrind:
valgrind ./myprog

More Information: http://www.valgrind.org
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Memory Debugging with Valgrind

" mileber@deimos103:~/myprog

mlieber@deimosl103:" /myprog?> module load valgrind

Yalgrind Memory Debugger version 3.3.1 loaded

mlieber@deimosl03:" /myprog?> gcc —g myprog.c —o myprog

mlieber@deimosl03:" /myprog> valgrind ./myprog

==27/183== Memcheck, a memory error detector.

==27183== Copyright (C) 2002-2007. and GNU GPL'd. by Julian Seward et al.
==27183== Using Lib¥EX rev 1854, a library for dynamic binary translation.
==27183== Copyright (C) 2004-2007, and GNU GPL'd. by OpenMorks LLP.
==27183== Using valgrind-3.3.1. a dynamic binary instrumentation framework.
==27183== Copyright (C) 2000-2007, and GNU GPL'd. by Julian Seward et al.
==27183== For more details., rerun with: -v

==27183==

==27183== Use of uninitialised value of size 8

==27183== at 0x400615: read_file (myprog.c:13)

==27183== by 0x400688: main (myprog.c:29)

==27183==

==27183== Use of uninitialised value of size 8

==27183== at 0x400636: read_file (myprog.c:1/7)

==27183== by 0x400688: main (myprog.c:29)
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Memory Debugging with DUMA

DUMA detects:

Access memory out off allocated bounds

Using a free’d memory

Mismatched use of malloc (C), new and delete (C++)
Triggers a crash when an error occurs — use debugger for analysis
Avallable on Mars and Deimos via

module load duma
Run program under DUMA

duma ./myprog
Or link the DUMA library

icc -g —-00 —o0 myprog myprog.c —Iduma

gdb ./myprog
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Demo with Valgrind and DUMA

exampleC-06.c
Run without memory debugger
Run with Valgrind
Run with DUMA
Run with DUMA + GDB
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Exercise: Find the Bug!

Login on Deimos to run Valgrind

Same procedure as for Mars, replace the host name through
deimos.hrsk.tu-dresden.de

DUMA works on Deimos and Mars

Run exampleC-06.c or exampleF-06.F90
Run without memory debugger
Run with Valgrind (Deimos)
Run with DUMA
Run with DUMA + GDB

Run exampleC-07.c or exampleF-07.F90
Run without a memory debugger

Run with Valgrind (Deimos)
Hint: try Valgrind option --leak-check=full
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Exercise: Solution

exampleC-06.c or exampleF-06.F90
Program does not crash
C version produces wrong results
Fortran version seems to be correct
Wrong upper bound in the boundary update loop in heatBoundary

Program may crash with other compilers or on other machines

exampleC-07.c or exampleF-07.F90

Memory Leak: thetanew is allocated in heatTimestep, but not deallocated
Simple Solution: deallocate thetanew at the end of heatTimestep

Valgrind reports the line where thetanew was allocated and the number
lost blocks (641 for C) and lost bytes (2,594,768 for C)
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Optional Demo + Exercise: Memory Debugging with DDT

Run exampleC-06.c or exampleF-06.F90 under DDT:
Click Advanced... in the session start-up window

Select Enable Memory Debugging in the session window

1 ; @ Allinea Distributed Debugging Tool <@mars=>
C | l C k Se tt/ngs' " Session Control Search View Help

. [w[u B8 HEEVEIE]
Se | eCt Medlum |eve| ”me|—snn current: # Process ThreaL II' Step Threads Together

Select Add guard pages L)

=

exampleF-06.F90 =

Project Files | For«|» Tan Locals |Current Line(s) |Stack |
198

N . ! .
Em Project Files Tan o e _a . _a Variable Name |Va\ue |

200 ! :
=& Source Tree FE kgrid

=-EHeader Files 202 subroutine heatPowndary tgridl

203 typeiheatSrid), intentiinout) :: grid

= ESource Files 204

205 ! v direction, bottaom

206 gridstheta(l:gridsxsize+2, 0 1 = grie

207 L i directicon. tﬁ

Memory error detected: process attempted to read or write beyond the end of heap memory it had allocated

This error will be suppressed for subsequent read/writes to this memory location.

Tip: Use the stack list and the local variables to explore your program's current state and identify the source of the error.

i Always show this window for memory debugging errors

k=~ Continue
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