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Abstract. The Internet of Things (IoT) is likely to become one of the
milestones which is going to determine the technological advance for
the future. At the same time, new privacy concerns arise which might
seriously impede the adoption of such systems. In this paper, we provide
for our view on privacy implications of IoT focusing on RFID technology
as one of its main enablers and suggest possible solutions to developing
IoT systems in a privacy-respecting and secure way.
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1 Introduction

The authors of [1] describe IoT as ” [...] a world where things can automatically
communicate to computers and each other providing services to the benefit of
the human kind”. It is desirable that communication protocols are standardized
since this greatly facilitates the process of worldwide adoption and implementa-
tion of IoT and thus encourages the process of transition from numerous local
proprietary solutions to the ubiquitous ones with a qualitatively new level of
interoperability. Such a process is likely to initially converge into IPv6, namely
IPv6 over Low-Power Wireless Personal Area Networks (6LoOWPAN) [2], since it
has a potential of leveraging the two basic concepts which brought success to the
conventional Internet, namely packet switching and the ”end-to-end” principle.
The latter suggests that ”[...] the behavior of the network should be determined
by what is connected to it rather than by its internal construction [...]”, and
given the heterogeneity of end devices of IoT should help to ”solve the problem
of connecting heterogeneous devices rather than heterogeneous networks” [3].

The very prospective area of IoT, however, raises serious concerns over in-
dividual privacy in the new environment of smart things. The reason for this
is that thanks to the omnipresent intelligence-integrated artefacts, the process
of sampling and distribution of information in IoT can be practically carried
out anywhere. Ubiquitous connectivity through Internet access aggravates the
problem because, unless special mechanisms are considered (encryption, authen-
tication, etc.), personal information might become worldwide available.

In this position paper we express our concerns over privacy issues of [oT and
outline possible solutions to this problem. The main focus is made on privacy



implications of RFID technology as it is fairly considered to be one of the main
enablers of the IoT paradigm.

2 Privacy implications of IoT

Privacy issues are often left unconsidered during the development of I'T systems
and are frequently implemented later as an add-on rather than a built-in solution.
That might result in immaturity of privacy compliance of the end product and
consequently endanger privacy of its users [5]. Therefore, we argue that it is
highly important to pay proper attention to privacy issues because the maturity
of privacy management mechanisms and availability of robust security solutions’
will to a large extent determine the level of acceptance of the IoT concept among
users. The authors of [1] claim that ”People will resist the IoT as long as there is
no public confidence that it will not cause serious threats to privacy”. In [5] we
have already discussed the privacy implications of UbiComp, which to a large
extent intersect with the ones of IoT. In this position paper, we would like to
focus above all on IoT and also present our view on its privacy implications.

Radio Frequency Identification (RFID) is quite often seen as the major and
possibly the most suitable technology which is going to enable IoT. Low-cost,
mass production and the ability to attach RFID tags to almost every possible
artefact makes them truly pervasive. This surely raises serious privacy concerns
because, in such a scenario, the IoT technology has the potential to penetrate
everybody’s everyday life and affect not only the individuals who directly use
the service, but also those, who are simply unaware of the fact that they are
the ”passive” users. For example, in [6,7], a scenario of integrating RFID tags
into clothes was described. For logistic purposes and returns tracking a chip
can be sewn into the garments during the manufacturing process and remain
in operation even once the item has been sold. This raises serious concerns over
privacy of customers who happen to use the RFID system in a subtle way without
their consent. Equipping garments with RFID tags may enable remote tracking
of customers and therefore paves the way to illegal profiling introducing another
case of privacy violation.

That is why Weber mentions in [8] that the EU Commission is going to
seriously consider the "right to silence of the chips” and the possibility of the
individuals to be able "to disconnect from their networked environment at any
time”. This closely relates to the problem of the ”disability to opt-out” discussed
in [5] where it was explicitly mentioned that one of the key requirements to pro-
vide for a privacy-respecting system is the support of opt-in/opt-out according
to the user’s choice (i.e. carefully considering the individual’s consent).

The ability of mass producing RFID tags and their wide distribution, which
ensures the ubiquitous presence of computing and its pervasive penetration into
daily life aggravate the problem. According to [6], around 15 million chips were
shipped to the retail company by 2003. This demonstrates the large scale of

1 Security provides for the necessary basis for implementing and ensuring privacy and
is, therefore, an integral part of the underlying mechanisms of privacy management.



this initiative. Moreover, the authors of [7] inform that some firms are going
to release handheld devices capable of reading RFID tags (including the ones,
woven into the garments). That means that it has become much easier not only
to disseminate personally identifiable information (PII) to the infrastructure
(fixed readers) but also to perform reading from mobile? readers which have
become relatively small and unobtrusive. If such devices are further equipped
with the function of transforming the RFID-specific data (obtained from the
query) into IP-compatible format (i.e. acting as a gateway) and have access to
the Internet, then the queried PII can be made worldwide available without
necessarily allowing the affected individuals to have any control over this, or
perhaps not even informing them of the data distribution.

The authors of [1] argue that ”[...] there will be an amazing number of occa-
sions for personal data to be collected” putting a so-called "right to be forgotten”
in question because the intelligent artefacts can now gather the PII and save it
for an indefinite length of time.

3 Possible solutions

It is always desirable that privacy and security are considered through a cross-
layered approach. That is why we suggest introducing privacy protecting so-
lutions into IoT across several layers®. At the application layer, access control
policies, and enforcement thereof should enable privacy management, as has been
demonstrated in [4]. At the lower layers, privacy middleware should provide for
necessary interfaces which can be used up the stack and therefore bridge the spe-
cific communication mechanisms between the smart things and their high-level
representation.

Finally, inherent privacy implications, which directly result from the specific
technology of smart things production, should be considered as well. For exam-
ple, the ability to perform a remote reading of an RFID tag from a large distance
or if it is possible to permanently deactivate a tag with a guarantee that it can
not be reactivated in future.

Moreover, the means of technical privacy enforcement applied directly to
end devices (e.g. RFID tags) play an important role in privacy protection. The
following list describes several techniques, which from our point of view are the
main components of technical privacy enforcement in the IoT, focusing on their
implementation in RFID:

— Anonymization. Given the ubiquity of RFID tags distribution and the con-
stantly increasing likelihood of their pervasive presence in daily life, it is
important to provide for protection against data linking and profiling. The
authors of [17], for example, described a scheme allowing an RFID tag to
answer with a different ID to each new request of the reader?. Since a legit-

2 RFID readers are usually fixed or mobile but not handheld.

3 Analogous to the OSI Basic Reference Model [16].

4 This procedure is based on the randomization algorithm implemented in the tag’s
circuitry.



imate reader is connected to the system database where the ID sets of each
tag are stored, tag identification by legitimate parties is enabled while an
adversary is prevented from doing so.

— Encryption. Personally identifiable information (PII)® residing in the tag is
subject to protection. Lightweight implementations of encryption can pro-
tect sensitive information from illegitimate exposure. The authors of [19,18],
for example, have already demonstrated the feasibility of AES® and ECC”
implementation in constrained environment of RFID.

— Hash functions. In order to ensure that an RFID tag offers its functionality
only to a legitimate reader, hash functions can be utilized. For example, the
authors of [22] suggest a concept of an "unlock key” implemented through
a hash function, which ensures that only a reader possessing such a key can
have its request processed by a respective tag.

— Tamper resistant modules. Critical data (e.g. encryption and identification
keys) can be stored in the protected memory area of a tag, which has a
tamper-resistance property. The utilization of such areas, however, may sig-
nificantly raise the cost of a tag and given the scale of production process,
the overall cost of a system.

— Disabling a tag. A very straightforward but effective approach: physically
shielding a tag when not in use (e.g. Faraday cage), temporarily discon-
necting RFID antenna (by using, for instance, the ”clipped” tags principle
described in [23]) or plainly killing a tag by destroying its antenna.

Technology alone will not be able to provide for full-fledged privacy protec-
tion mechanisms. Additionally, legal issues should be considered. Thus, privacy
regulation and legal enforcement of privacy rights is an important part of privacy
management mechanisms in the IoT.

The European Commission expressed its concerns over privacy in RFID-
based applications and issued a recommendation “on the implementation of
privacy and data protection principles in Applications supported by Radio Fre-
quency Identification” — the so-called framework for privacy and data protection
impact assessments (PIA) [9]. This framework is targeted at facilitating the pro-
cess of establishment and maintenance of compliance with the privacy and data
protection laws and regulations as well as risk management in RFID systems. It
also provides for privacy assessments at early stages of RFID system develop-
ment. Thus, we consider PIA as one of the key steps for developing IoT systems
according to the ”Privacy by Design” paradigm [10].

The development of such a framework is a decent step towards the creation
of a competent and widely acceptable means of privacy assessment of an RFID

® The information stored in the tag which can be used for inference allowing to obtain
PII falls into this category as well. Consider an example of a unique ID of a tag
woven into clothes combined with the name of a customer who has purchased the
respective garment.

5 Advanced Encryption Standard [20].

" Elliptic Curve Cryptography [21].



system, which can be understood by all parties involved. Furthermore, hav-
ing created the appropriate legal basis, it might be possible to oblige organiza-
tions, which utilize RFID technology for business purposes, to carry out PTA
assessment with, for example, subsequent certification. The resulted report can
be provided for an external review by the respective authorities enhancing the
transparency and contributing to the overall process of privacy protection.

Surely, such a framework can be efficient only if it is based on the results of
a decent research on underlying technological principles of RFID systems and
privacy implications of these.

In order to approach privacy issues in the IoT based on RFID technology,
we suggest that the following requirements are considered:

— Assessment of privacy compliance of the RFID system: It should be possible
to provide for competent privacy assessment (e.g., based on PIA) of the
RFID system in question in a way, that can be understood by all parties
involved.

— Ability to opt-out: By default, the users should be provided with an opportu-
nity to prevent communication of their devices with the RFID infrastructure
at any time.

— Ability to permanently disable the tag [8]: some of the tags are constructed
in such a way that they can be remotely reactivated again after having been
sent the deactivation command ("kill” command). Thus, it might be useful
to certify the utilization only of those tags the processing and transmission
functions of which can be permanently disabled (e.g., by a strong electro-
magnetic impulse which physically destroys the tag’s circuitry).

— Marking the intelligence-enabled artefacts: The fact of intelligence being in-
tegrated into certain artefacts should be made visible to all individuals who
might be directly and indirectly affected by the RFID system (e.g., attach-
ing special markers to the smart things which indicate their IoT activity.
Whenever this is not possible (e.g., in case of RFID transceivers sewn into
clothes, see [6,7]), this kind of information should be included into the terms
of use supplied along with the goods containing the IoT device/s.

— Considering M2M Privacy: Machine-to-machine (M2M) privacy should be
specifically addressed. Current EU Directives only consider natural persons
as objects of privacy laws [13]. In IoT environments, however, smart arte-
facts quite often can be directly associated with their owners or even with
other individuals in their vicinity and thus to a large extent affect the indi-
vidual privacy. Moreover, one of the definitions of the IoT itself indirectly
introduces the notion of M2M: ”Things having identities and virtual per-
sonalities operating in smart spaces using intelligent interfaces to connect
and communicate within social, environmental, and user contexts” [1]. This
results into smart things possessing their own privacy derived from that of
an individual. Since smart things can communicate with each other (M2M
communication, see [14,15]), this form of privacy can be called M2M privacy.

— RFID usage restriction: Critical areas should be protected by prohibition
or at least restriction of the use of RFID technology [8]. This is because



some areas (e.g., AIDS centers, etc) succumb to particular regulations with
respect to the privacy of the individuals.

— Support for security goals: Confidentiality, integrity, and availability should
be provided for in IoT systems. The authors of [12] claim that to a certain
extent it is already feasible to solve this problem, for example using the
AES/CCM encryption (see [11] for details).

Moreover, the current legal regulation on privacy in the EU is rather coarse-
grained and hence inflexible. Weber claims in [8] that ”[...] only ”extreme” war-
ranties are legally guaranteed [...]”. That is why a lot of effort should be targeted
at fine-tuning the legal privacy regulations. These, from our point of view, can
be realized only in cooperation with IT specialists who can provide for the nec-
essary technological basis highlighting the peculiar privacy threats inherent in
the IoT systems.

4 Conclusion

IoT is a very promising and challenging paradigm. Modern communications are
steadily evolving and IoT is one of the milestones which is going to determine
the technological advance for the future. The dynamic environment of IoT intro-
duces unseen opportunities for communication, which are going to change our
perception of computing and networking. At the same time, the privacy and se-
curity implications of such an evolution should be carefully considered to prevent
the promising technology from being transformed into a pervasive surveillance
object.
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